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PURPOSE: A real time buffer overflow hacking detecting method 

provided to detect and prevent a buffer overflow hacking attempt to a , 

system by analyzing a system call generation position on a real time ^ r m ' 

basis and detecting an unknown hacking form. CONSTITUTION: It is <^ B «CSv^ , 

judged whether a system call paging has occurred(S401). If the i" I 

system call paging has occurred, a system call generation address is U«^»^J~ H Ij" s '° 5 l A '- B 9 j""" | " s '° 7 

extracted(S402). The extracted address is compared to a normal . m ,3l!jW^ 

process memory region(S403). It is judged whether the system call *f« 

paging has occurred in a stack region of a memory(S404). If the I w5j?5» "T 5 "*' 
system call paging has occurred in the stack region of the memory, rw-; 
the system call paging is compared with a system call list(S405), to 

judge whether it is on the system call list(S406). If the system call paging has not occurred in the stack region of the 
memory, the system call is normally processed(S407). If the system call is on the system call list, a corresponding process 
is stopped and an alarm is provided to a system manager(S408). 
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AIAIZ* blffl SHU if XI gfg 


2^ 




s as oil njs aiAia 


mm 2ms^ shu sxi u jgg, oiej sss ssni ^^011 ^§Fb h£hs°s¥ei ai^u soi gtasie, stfa 


s Ai^asi s°i gta 


9IX1B ^SSIIl, ^SS AI^U S 91X121- Al^g m Xlxllfi OlSff J\ 5HU2S BBS 4 2ib Al^l s 


n\ din b^sioi ai^i goi shu2^ sea 4= 2ib ai^u soil stgb g? shu2£ ©echoi shs hsuhs sxiaisiii m 


aiflOH gee auib som. ii^a-i, bud EtHg^s ?i^i ^wa sib 5?ns§ aissidi^e shu aieb 6iaiz*°s &xishoi a 


01 tt 4 212 Dj, Sj XI XI as SHU 2jA| ^i* g°!0||AH 4=S£lb g? 4= 21 CH fcH JXH EblfiSS SHU AIEB S3I^I2S ^X|» 


^ 2ib aom.aa, Ai^a shuai y ai ms92 sib mm swis? shus gjxisssMi, eci pjasm ks ai^u ae 




301 QK 


chse 




E5 




A!|pjcH 




2tHBS¥, HHffl, ^Aie, SHU, &XI, Al^HS.gilfSa. S2H^ 


9 All AH 








e is at^ei §ie?hoi ai^soii ens uay eh. 


E 2b Hiffl 2tH B£- 


¥ SHU bXIIB flSSPI 9IS 81^=16! 4=tSA| =£3801 tggfe DIISEI ?5I UEffcH EB. 


E 3S 81 6*3 E! mi EbHBS^ S3 DISS 91th OIISBI ^Sfi LIEU* EH. 


e 4b s as oil ca-e 


6!Aia mm amss*? sou mx\ aas q?ffspi ai^h &ehb uaa eh. 


E 5b S ^§ Oil [CIS 


6iAi2i mm EtuMs? sou &xi ^aoii §» u&a es. 



*es°i ^2 ¥boii cue ¥ssi isg* 

350 : S3 33 g£H^°°° 360 : AI^U 3 &XI 205! 
370 : AI^S 3 44: 21 



ITS °l &A||g| 
2S2| 

9S0I ^3|b Si 3 botsi sepi# 

b afgs ^Aia mm swis? shu &xi as sesah, «si ai±b ui¥oiiah ai^b gsi B4S ?ixis aiai^ss 
sun, gfaxixi as «nu SEHoii ae &xpi- ^siehi t°s«, ai^boii □& mm em is? aieb &xism aon- 4= 2iei= 

& ^AIZI bHffl 2mfiE¥ SHU &X| 93 011 SS 30ICK 

a^as oigsfb eg oigxisoiDiib masm xi<yoi seat 4 sib as s^oi ssh^i sick nam, oiatt oigxisoi 01 

SS 4 2IE^ 8m& 4EE3IOI LH¥0|| tH HH 3>h 2mS£¥l 4 Sib 290! EJHSMI EIS. 2S|S 3E^S 3ig 2901 SXHSfe 4HE3I 
OH CHI S=MA|U2SAH, 3& >tt2| SIS 4!!8PiU MO &?IS| 0|g 3SS «l^8K>1 8^13X1 &S 4S8K)1 IB°S 3S1 fl^W 

n Ai^ig nn £b ast 4= sick 

e ie gia^a ©h^^iicH ai^boii □& s* uaa EaESA-i, gg- xnai sxiao, §9 xiai sxkidoii a2@ ? ^isj s«(12), 

^ 3|2| Sx|(12)0|| aSS 35 3|2j SXK13), §9 xH£| Sxl(11)0|| 228 gJ^ 3X1(14) Si 3x1(15)* ^HlthCK 

01 ^ I AH , 8IESII0J Alr^US, S#E|£| 21 S3g 101812, 3-aiSlb §9 El §x|(11), §9 xHEl 3X1(1 1)011 Al 413b 5S3g§ 

ussm sfa 4S g oiggb sb 32 4Hgon iaab qioiehs xi38ib ? ^isjsii(i2)2i- as :>i 33x1(13) si xigxKsi aioi 

9 °Jf^i ?ltt 81*33X1(14. 15)B S»SCh 

nam, as ^isj 3xi(i3)b cn9si c-uoias xi33ib ^ss sum. 3Ji sxkm, i5)b aw=ie! sise, p^saioisxi s sea 
§g ss&ck 

33I& as Sf-EE^-IICH AI4B°| 4 3|2| 3x|(12)0llb iHS?|0| LH¥OII EJHSIb 2ffl 8£¥:>l HOItf 4 Sib 291 OlSSIb SHUS 
B|3| ?|5H mi 2mfi^¥S) 238 Dial 3S8PI flff HS3B0I XI39CH 21201. §9 SBI 3X1(11)21 101 Oil HJSf 4H8CK 

4^l& Wffl 2bi S^¥2| a»S S#Shb ^|g°l ^aOII CH8HAHb ^L4l^5lSS 1999-058299S ^AUSPI 1A|£|0| SICK 

4PI SIAIS e£« 7|^(HI CHSHOf 2IBSK7II tffflM^IS SWK 

an, saffi oiB8 ej^ mo\ aav a4» £i^§s s,^sk)i aaism, ai^Moii sib a4S AKSSKSbxiB sm&ck 

nam, Ahsws ¥9 s^a S4°i b^ib gssFbxis ^mo\ eshi msi mm EmB^^oii as gg sxh s¥» stsw 
3b a 01 a. 

oi as aas, mm 2wis?i oise shus sf^i ?ish ssng i^ * ^eoii dish hsi^i mm 2mg^¥^F soiy- 4 sai 
b ¥bs oiai aeensMi, ^hm?iich bi^e e^i°i oia *so«ah xis^a mm 2m«^¥ 2&s Diai ^ohhoi ois eifi m%\ urn 
m sasm, sua ^EE?noi£j omin i^i axiaf 4 sib soick 

nau, oiasi ass Esau sei ssh tHm 2m«£¥ m^mm warn sib &4°i a^ «¥■ ^asioi eesfe 9412s m 

IH EUIME¥ 9XIS 4SSPI ?l§HA-|b ESU^ 3E?h gflW2. ESZlg 4SgOil Itf^Wfe ^A|^ mm 2m»S¥ SHUM 9X131- 
b SOI S^bSI-CKb blSS an 2iCK 



B-SOI 0|¥I1W 3Kb JI^^J 311 

wam, s gfgs seh ^Isoii ma sasi shss^i ?i^oi ass 22s, s ^^e, ai^s lh¥*ohi ah ai^b s 
si gfg ?ixi» ^Aia°s g^mn, if bi xi xi as mm a eh 011 &xpi ^i^sie^ bssw, ai^uoii pie mm 2m ss? §hu aie 
a exism ^oiffl- 4 2iE^ e ^xia mm 2mss¥ shu exi aas as»oii sick 

^81, AI^H 3SJ OIIEai^SI ?|XIB £S| ffl Al^g gag 4S5K)| g^spi an soy xi^sies aaiaioi: Sib ai^i gsi :H4 
^i a?i Aiaoii 2?s! ^oin as mm 2mss? shuoii □& axpi ^i^sie^ e ass issib som. 



9S2| S 25fS 



Ms bsspi ?i& e ggoii djs ^aizi turn £wis? shu bxi grs°i i!^0o)i uga, M±m s ssoi 1^0 a?, ^ 
a Ai^a gg mo\ M±m g°i mat ^sshte 03ii; ai^u b sa ^ixpi ^ssa, ^(^ixim § 

#3e! n^A-ii^ Diisai §3S a mew M±m m seoi mi s e.i °j ±m s3oiia) g^shsttexia sewfe 03ii; 00 aa. ai±9 g s« 
01 ohesjsi ±si 33oiiah tt^se §?, 31 <s§0 shues set ^ site ai^si 3 toshoi, shue? &e» 4= site ai^u s = 
^oii sssoi site Ai^sj seixis ee§hte bsi; 401 00 sa, Ai^a soi shue? ee» 4= site ai^h m mm\ s»gi= 3^ sh 

& SSAI^B SXIAI3IH Al^a XhOil^l 3HS aigSfe 03il« 5ft 4= SICK OPI/H. #31 §#30 HSAil^ QHEBI338, #31 91 
33 S XPIH SIS 3°S fiBSte =«0|| ^Slte HSUSSOI AJSSfe D)|Sdl 33 01 1 4= SICK 

set. fl^si 3nm sis 32s eeste ai^i hsui shues 4= site ai^h s ^mm 3-3 mmrnw xi#8 r te 03ii 

■ CH SfiS 4= SICK 

E&, te SfSOII IKE ^A|0 tHffl EdiBS^ SHU if XI &S2| *H0|| CTJ = 0, 4N38hCHl 00£|te SI AHUI^ «S 3£!8Kte 

03)1; E£31§ A|bl|^3|- AKSSKte 0||E£l 4^011 gS| 3#8|fe 03j|; SHUE? S0i 4- Site Al^l g 3£8Kte 

0311; S]m Al^g IS ¥S Al^l S3 DIISEI #0||A) 9IXIB ^fiSfte 3|feg 3#8lte 0511; #51 03)|BO]|AH U) 

siif ai^i g eliehu 210s stui3ite 0311; s^i oisskm aas ai^s schi cm a sou cwa &xisfe 0311s ch stea. 



te SfSOII IKE ^A|0 dHffl EHHfi£¥ SHU &XI £BS 4=2I8PI 9)81-01 Pill XHBISXIOII 3SH MMM 4= Site SgOHSSJ 

01 si^2? ^saai sieoi, cixii aaisnoii ^sh 0=1 4^ site 51^ oh xhi sj gi ^a, ai^h g ssoi g^e aaa 

sis 32? 003te Hsna ^011 ^sfe atafsi Hsnaoi Mgmte cnie£i s^s biamoi ai^i g sboi mieaisj 
s«o]|ah ^^matexis ee§fb bjii; 00 1a, ai^9 g ssoi mieaisi g«oiiAH &$s» §?, 51 1^°? eee- 

4= Site Al^l g dlUSK)!, 5HU°S 00ft 4= Site A|±g g = = 0|| S&gCH Site Al^g! g0XIB @9Sfb 0311; #31 00 S2K 

Al^l gOI SHU©? 4= Site AI^U g =«0|| 5S£lte 3? 8HS HSAHI^B §XIA|3|2 AI^B 0£l»Oil31l 3S1 HISSKte 0311 

m 4=S0CK 



0I5K S BI-SOII Ihg ^AI0 Wffl 2UHS? 8HU &II ^SOII □& til^m MMOUOtt CHSKX §¥& ESi #Ail8PI tfjtia^lS 

8HK 

E 2te mm 2bi#S¥ SHU teHIB flSSPI S05j0 5S2g 4-1AI 5^3^011 KSEIfe Dil2£l U&tH E0OIH, E 3S ai 

bHffl Etuss^ 3ias aaspi ?iet oiiaai uay ehoip. 

E 2011 EAI0 ti\9HtO\ ESU^OI ffl|S£|0j| ^XHSCH 4-IS3CHS S^, HS3^2| MM 2E1S, 5531 3E §^ 5. TEXT §3011 
£12, E% S4= SI #4=SS DATAS^Oil 3XH9CK 

Ett, S^j 34=18 BBS §3011 3XHEO, S^ES ft&Ste 04^SS 1! 330)1 tt&HP. 

^eh g«o n S ^^ ^SgOII SftSte &4=S0)|AH MgSte XI 2j &^2\ &4= SI *??I0|| Ah§£lte SSSOI XIS9CK 
H?Ha°J All 4^!!A| §3 91 S Oil 5?3gg Oh£H2| ItQ. 

void function(char *str) 
{ 

char buffer[8]; 
strcpy(buffer, str); 

} 

int main(void) 
{ 

char str[512]; 

gets(str); 

function(str); 

} 

#3|& C 0Oi 3E°I 3^ E 3H{ IHIHBI 0CK 

^, E 3CHI EAI0 tilSi UOI, mainS4=£l XI 3 04=0 char str[512];te main&4=SI ^^133011 XI S3 01 SICK 

H£|H, functionOI Sil EH, S4= functions) 0»SAI function 1|-4=2| 330)1 str[512] HHSS] ^^3^ Si@D. tr4= functionSJ 
A.gtj g«0]|b char Buffer[8];°J XI 3 04=3^ glHSKH SICK Old), str°l 33lte 512UfO|M0 0B buffer°l 33|b 8HI-0IM0ICK 



HhE-hAH, '512UI-0|e°I LHgOl 8WOIE3 3.J\Q\\ SO) AM XI J)| 3b functionS4=°l i§! S3 Oil SS30i Sib ^91 4=i 3AI SO) M)X|3)| 

•ao. 

function»4>S| gg|0| &E3B, SIS function ff40| Si@ EEEa3 SSOI 3S0I- ^OtShbCH, XIS30) 210 ^?) ^i^i £U 

s°s shah g&^ej raisaa 4= goi ao. oim. son ^I3b str[5i2]°i lhs g ^?) 4^iS gen tt ¥^s s i§moi 

SSfe EEE1 SSOI OlSShE^ Xigsi-S, §!8fe SSg 4»9tt 4= HJ\\ SCK 

SSI g^IfiS 4»SiaHl» 8lb SSg SSSfe til 3E(shell code: £3j 3E)i 2?gSK)| W§»2| gj^OI §!8fe SIS 8b 

q. oi5soi ss^b mm emis? 3iaom. oitm e= aa»fe sss i^i g^oii axis* e 4=011 xisao-b & 

4= SICK W£UH, g^JF^h &8J8K>I 4=S!8fe SS8 i^ S3&0UH 4-S33I MS Oil ^ISSfe SSOI i^i g«0||A| 4=93bX|B ^21%' 

4= siqb, tHm Et+igE^ shusm eaa 4= 21:711 ao. 

01 BHth SHUg &XI8H2, S&ISPI ?llb S gJ-gOII H}E 1A|B tHffl EWBE^ SHU 9X1 SSOH CHShOj ^HE^IE SUK 

E 4b S gfSOII WE 6!AIZt biffl EtHfiE° SHU gXI Alia 3! □ SBg -?S!8PI Alia gEHff U&fcH EHOICK 

E 4011 EA|@ ti\Si SOI, Alia S &XI 2!!£!(360)S LH^atf g§H AliU 3¥0IIA| LH¥E SSt 4- Sib JHSS A)t)|iB 1S8H= BIS 
(Demon) MS3g3f J I gfHS tJiffl EtHME° flSfSS S98K3 Sib flSf 50 523^15 ^£!a =^ flSfSg ^XIE SIS 3° 
E BB3b EEE1 P(310)3 ^S P0|| S&3b 2f2>2| EEEagOfl Q)8H £1 1UAI lfS3b 0)l££l S^S *B8|-01 SOIU! D||S 
5-1 §S M = POII *?8H= 2*2*21 HEEaOl A*g8Fb 0IIE£| S^OII CHS 3S(320), E£II2 am SHU 3E S SHU bAH if 

SSH Si 4= Sib SHUOil agS^I ?|SH 4=130) 0*B Shb 2JS SSgOl 4=930)1 M a^Sfe SHUES SB3b Alii S ^, SH 
UES &B3b Alig 3 mm S(330)S S&§)« S§ MS«i(350)» 2,^5^1 @CK 

3§ M£Hi(350)b C++ ESZiaOHAH AtgShb M^HiS C++ Un^SHB SSH Uffl^ AIS 4- Sib ii 1EH0IDK 

S§ M2Hi(350)a AliU S %J.\ ?i(340), iS9fe Alia S3 Sfi ?IXIB 4= Sib Alia S Alii g 

4^i es(370)s stma iEiiai ssh Aiii s mi\ e«a(360)s ?^&ck 

Olg^l Alia g ^2(360)8 S£FB Alii &01IA) Wffl Eb1»^¥ SHU &I|2| 8" 4 ESOI @CK 

OIBI& g>b AliSM OlSSh S ^SOil l&S ^AIB Wffl EtHBE° SHU &XI ^ Olff ^0)S^I ?ltl aSOII CHSKM E 51 

B3I3EE ^SSH S^IS 81- XI-. 

E 5b S Htaoil ©ff tfAia Wffl EWBS^ SHU &X| » Oil 8KH8PI »SOU SE^X^ES U&y EHOIQ. 

e son eais m\ ttoi, AiAia Hiffl ewse^ shu 9ii s oi> aoi spi ?ia Eixi Alia s ssoi ^^sfstbxis eeacKs 
401). Aiia g ssoi eh jjw Aiia g &xi enas ai^ieo. 

Aiia s ssoi g^, tt«ya Aiia gs sj^ee tt^sa Aiia S3 utm fla(?±)i ^s&3(S402). 

Ol CH , Alia g SB flXPl ^S3B, ^SB 4^i(?lx|)3 §&^2i EE Alii CHISBI S^jlf UIHBCKS403). 

bia aa, Aiia g ssoi me£I3 i^ s^oiiah ^amabxis &b&cks404). 

BB Alii g SSOI OI|Edl3 i@! S^CHIAH 3?, SHU EE eBff 4^ Sib Alia g d| jaShO((S405), SHU EE ffB 

m 4= Sib Alia g ^Oll SSSOI Sib Alia g&JXIg BBSMI 3b 30|DKS406). 

E£iU, 6f3| S404BMAH, Alia g SSOI ffl|E£l3 i^ S^OHA) tt«8W SSiM U^Oilb Alia gg Sfe^EE M£I&CKS407). 
4^1 BB S5i, Alia gOI SHU EE BBS 4= Sib Alia g ^*0| ElfSb 3? §HS EE All iB §X|A|3|E Alia 3£l»0)|^l SES 

UBIU, & h ^l S406B^ICHIAH BB 21, Alia gOI SHU EE 5Bt 4= Sib Alia g ^^0)1 SS3XI Bfc Alia gg S#^EE 

aspi 3b a oi a. 

&OI S408B5H3 &£IXK)||3|| UE ¥0||b QS Alii gg J\ QE.\D\\ 3b 5i0|Df. 

S^, S EEZia ^^011 =^8hb EEEaEE¥EI ^SFb Alia g3 gT^IS UXIShE, Sta@ A|ia3 g3 m& ¥lflB 

^S&CK 

Aiia g3 ?ijpi- ^S3a, ^sa Aiia g fiaa Aiia s x^-iim oisa ^i shuee bbi 4= sib Aiia mm ui 

E b^jSfOI gh£B@ Alia gOI SHUEE BBS 4= Sib Alii g0]| SS3b 3? SHUEE BBSI-01 SHS EEE^g §X|A|3|E 3£|XF 
Oil 311 UEB SLHb SOia. 

OiaiS EEAHiB °l SH A) b bHffl EH) »E¥ flS,'SS OlgEi SHUg US8fb Egg sfSWOI Of 8hbdl, 01 BIS Eg 5f« &B0II 

CH 81-01 BBS^I #I£|SXL 

BXi, mm\QH BB3b EEEa 91 AHdli 2§8|-0j XIS8I-E, &D\ HEEa Si AHdli^l- A^S8^b 0)IEd| ^iCHI § 

Efi ?S81-3)I SDK 

E£|E SHUEE BBS 4= Sib Alia gg !§8iE, EEEaOH 3SH tt^lS Alii gE¥E| Alia g3 Q)IE£| ^OIIAH ?IXl(3Fi)S =?S 

si-^i a a. 



&3| HhSC^IAHSI LHg3f Al^a S ELI Els ^SS gSA|£! ¥, S&S SSH S &SOII/H ftgg biffl &XI Si a 01 AI^S 

•1 51 311 9b 30IQ. 

01 i! 311 biffl SUISSE 911 AI^IS E 521- &0| aS8KM tHJH StHME^ SHU A|E 3* 91 005^1 £|b 301 DK 



S3 

&31& utsh aoi s g^goii cas giaiz* mm smis? shu 9x1 aas, mm 2mi5? sib nsnas Ai-gsmas 

SHU AlEg 6!A|0S£ SXISKH gKMtt 4* a°0t, StBIXIXI 8fE SHU »H 3A| ±B| S ^ CHI AH 4S£|b 3? 4- SiCH tH DH StUBS 

° SHU AlEfi Sj»^2£ %X\m 4 2ib SOIL}. 

Aliil SHUAI ^£1 AhSEIH 21b bHffl SHUS gW»°SM|, Ma EhSSKQ is£ 45°l A|^@j S0 UEB ^XIS 4 

21b 3J0IDH. 

(57) S?2| 

s?s 1. 

ai^ssi mm& mi sm^s^ shu &xi mmm 2ioun, 

ai^i s sboi <a:i»m §?, gh^ss M±m mm skm g^s Ai^gy g°i mm ^nm ^ssh= 0311; 

Al^ij g Si ?|XPh #S30, #g£! ?IX|^ S#5j9J HEAH^ DilSBI HIBSfOj Al^g 1 g SBOI 01IS£|°1 g^OUH tt^SI- 

Sbiis eesfe E^i; 

SB li, AI^U g SfiOl 0HE£|°l ^ 330UH 1^1 g^, 31 SHUSS eBSf 4 Sib Al^l g dia8K)j. SHUES & 

0g- 4 Sib Al^l g = = 0|| SffEIOI Sib AI^U g°IX|g 0051-b 9311; 

&31 ee ai±h ioi shues ee» 4 Sib ai^u g =«oy stgb 3^ shuee bbskm shs hsah^b §xiai50 ai^s 
^eixkmi Shi issfb 0311B sesfe ^aib mm smi^? shu i-xi g*e. 



S?» 2. 

11 SOU 21 01 AH, 

fl^si 3HIH sis 2£s eeat ai±i 553^ iue^ bb» 4 sib ai±b s 3*8 aastot nsmb gum ch 

HffOhh tfAIZf Hiffl £tHBS? SHU BX| gJS. 



S^S 3. 

11 SOII Si OH AH , 

flo tsg ojs 2 o S eeab =«oii ^mb ^Hissnaoi Mssfe diisbi s^b umx mi ewms? shu 

&xi 



4. 

11 SOU SI 01 AH, 

H^sfDQ S93b SI AHbl^ ==S ^S^b BSI; 

S AHdl^^l- Al-gSfe D1IE&I 4^011 CMS §fil ^gmb 0311; 
SHUE^ e&Sf 4 2ib Al^l g sf^Sfe 0311; 

°S3£HS £|SH gf^SS Al^l §g ¥Ei Al^l S3 MS El ^OlIAH ?|xlB ^SSfb 31feS ^^^b 0311; 
^3| 031ISOIIAH LHgHf Al^l S EUEIU 2!!5!g SSAPIb 0311; 

gts sun oismoi was ai^i soil as shu «¥■ ^xishb 0311s o ssmb #jai^ mm ewis? shu &xi 



S?S 5. 

£JA|0 Wffl EIHifi^^ SHU SXI/aoi gtgi 4S5PI ?|Sh01 PXI1 HdlSxIOH 2|SH MMm 4 Sib SS01S3 HSHS01 ^S^E^ =? 
mSOi 2iEffl, LI XII XHE.IS-3CICHI °ISH Emm 4 Sib 31= OHSIIOH 2i01AH, 

ai^u m ssoi §?, ai^u gs sj^es'skx ai^u g°i v& ^gsi-b ej-^i; 



ai^i g s§ 4^3^ #§gs, ^^sf 31 ^§=i m^&m xpm 2is 003b ssni =«oii ^sfe ^^°i h^hioi 

AhgShb DIISBI HiaSK)| Al^l g SBOI 01IS£|°1 S^OHAl S^SfHfeXIM 00S|b 0311; 



Eh& 2j», Alii g sgOl 0]|££|°| S « CHI AH i^et 31 ^§9 §D?J°S ff&It 4= Sib A|ig| 

ear 4= stfe ai^i g =«oii asgoi ah ai^b seixia sesfe emi; 



&31 aa, Aiii goi sh^o^ eee- ^ ai^i g =*oii stg^ sh& hsaii^b sxiaisih ai^u &z\xm as 

XilSSfe 03118 ^SSffe 3m OH SI. 
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